BrandShield

Al-Powered Digital Risk Protection

About Sterling Gent Trading (SGT)

SGT is an online multi-asset trading and investment platform serving retail and institutional clients across global
markets. The company provides institutional access to multiple asset classes including forex, CFDs, equities,
cryptocurrencies, and a range of investment products through its global brokerage infrastructure, trademakers.com.

Operating in a heavily regulated and trust-driven industry, SGT holds its reputation to a high standard. Its clients make
active financial decisions through the platform every day, which means any threat to brand credibility or account
security carries serious consequences for clients and for the business.
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The Challenges

Trading platforms are high-value targets for
fraud. Financial credentials, an active client
base, and strong brand recognition make them a
natural surface for phishers and impersonators.
Attackers know that clients of trading platforms
are accustomed to logging in, verifying accounts,
and taking action quickly, making them more g Spot Metals
likely to engage with convincing fakes. I

SGT was facing phishing websites and
impersonator accounts that mimicked its
brand and put its clients at direct risk. Social
media added another layer of exposure, with
impersonators operating across platforms to
reach clients where they are most active.

Before partnering with BrandShield, the company’s
legal team managed detection and enforcement
manually. The process consumed internal

resources and left the team reacting to threats HIGHLIGHTS
after they had already appeared, rather than
getting ahead of them. With the volume and

variety of threats growing, a manual approach
was no longer sustainable.

Phishing websites impersonating the SGT brand targeting active clients

Social media impersonation risks across multiple platforms

Detection and enforcement handled manually by an internal legal team

Reactive posture with limited visibility across digital channels

The Solution

SGT evaluated its options and chose BrandShield to replace manual monitoring with automated, continuous detection
and enforcement across digital channels.

BrandShield immediately began scanning for phishing domains and impersonator accounts, building a clear picture
of the active threat landscape. Each confirmed infringement was acted on directly, with BrandShield managing the
enforcement process end to end, removing the operational burden from SGT's internal legal team.

Beyond takedowns, BrandShield provided structured

reporting and regular review touchpoints to keep HIGHLIGHTS
the SGT team informed and aligned on threats

as they evolved.

Automated detection of phishing sites and impersonator accounts across
digital channels

Proactive enforcement with direct takedown management, removing the
burden from the internal legal team

Social media monitoring to identify impersonators across major platforms

Ongoing detection to identify and act on new threats as they emerge

Structured reporting for clear, centralised visibility into the threat landscape
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The Result

The impact was immediate. Within the first
month of working with BrandShield, 94% of
identified phishing and impersonator websites
were taken down. BrandShield continues to
monitor for new threats and acts promptly
to ensure each infringing domain is removed
as it appears.

The shift from a reactive, manual process to a
proactive, automated one has freed up SGT's
legal team to focus on other priorities while
maintaining stronger protection than before.

HIGHLIGHTS

94% of phishing and impersonator sites removed in the
first month

Faster enforcement with no additional drain on internal
legal resources

Continuous detection and proactive removal across digital
§ channels

Clearer visibility into the full threat landscape through
structured reporting

Our clients trust us with their money and their data. When criminals use our brand to target them, speed matters.
BrandShield gave us the visibility to find threats we weren't seeing before, and the enforcement capability to act on
them immediately. The results in our first month alone showed us we made the right decision.”

Adam Hill,
Chief Operating Officer,
Sterling Gent Trading (SGT) Global Social Media Manager

BrandShield is a leading Digital Risk Protection and External Cybersecurity solution that safeguards your brand's reputation and customer trust. With 12 years of big data expertise, BrandShield

. ®  combines Al-driven technology and fully managed services to deliver comprehensive, real-time threat detection and mitigation. Our platform maps and analyses threats across hundreds

B ra n d S h I B | d of parameters, providing deep insights into risks such as Phishing, Fake Websites, Domain Abuse, Social Media Scams, Malicious Ads, Fake Apps, and Dark Web threats. By continuously
monitoring the digital landscape, BrandShield ensures end-to-end protection, helping you proactively defend against emerging threats and safeguarding your brand’s integrity.




